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Safeguarding Bulletin — Cyberbullying
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As you may be aware, in school, we deal with cyberbullying reported by our students on a
daily basis. Most of these incidents happen outside of school and the school hours.
Below are a few tips on what to do if your child is being bullied.

However, please be aware that most social media sites do not allow children under 13 to
sign up. It is the parents /carers responsibility to make sure that their child does not
open these accounts

What is cyberbullying?
Cyberbullying is bullying which takes place online. This can include:

¢ Sending threatening or abusive texts e Shaming someone online
e Creating and sharing embarrassing e Trolling —the sending of upsetting
images/videos messages on social networks

e Creating fake accounts to embarrass a e Pressuring children into sending
young person or cause trouble using their sexual images or engaging in sexual

name conversations

¢ Sending explicit messages, also known e Setting up hate sites/groups about a
as sexting particular child

e Excluding children from online games, e Voting for or against someone in an
activities or friendship groups abusive poll

¢ Encouraging young people to self-

harm

What should | say if | suspect my child is being cyberbullied?

Answer: Recognise.

Explain to them what bullying is, and ask if anything like this has happened to them. Keep
calm, and listen carefully to what they say. Remember to check in with them regularly.
Remind them that they can talk to you about how they’re feeling whenever they want.




What should | do if | suspect my child is being cyberbullied?

Answer: Talk to your child and block the person

Make sure your child knows how to block anyone who posts hateful or abusive things about
them on each app or online service they use. You can usually find details of how to do this in
the help or online safety area, under Settings.

Watch this video to find out some of the issues young people face
https://www.internetmatters.org/issues/cyberbullying/

Effects of Cyberbullying

Depression

Isolation Iliness

Humiliation
=

Age Restrictions for
Jwre — Social Media Platforms

Parents and students need to Instagram

know that there are age :
restrictions for apps. See the

graphic, you may be surprised.



https://www.internetmatters.org/issues/cyberbullying/

-~ SHOULD KNOW

ASK.FM is known for
cyber bullying. The app
encourages users to
allow anonymous people
to ask them gquestions.

BADOO s & dating and socisl
netwerking agp where esers can
chat, share photos aad videos
and ceanect based on locatica
While the app is intended for
adults only teens are kaows to

creats profiles.

BUMBLE

BUMBLE is similar to the

:oadar dating app “Tinder”
owever, it requires women to
CALCULATOR%
CALCULATOR% is only
=

have been known te use
BUMBLE to create fake

accounts and falsify their age.

maka the first contact. Kids

one of SE!ERA'lLdsecrel
apps used to hide

u % pﬂutos, videos, files,
and browser history.

DISCORD ts o» app that
allows usars 1o talk to

video games. Reviewers

say thay bave been confronted
with racial slurs, axplicit
content, cyberbullyng. and

GRINDR is a dating 2
geared towards Lzsr"d’,
people. The app gives
users optiens to chat,
share photos and meet
"ﬂ based on a smart
phone’s GPS location,

HOLLA is a self-proclaimed
“addicting” video chat app
that allows users to meet
people all over the world in
iusl seconds. Reviewers say
hey have been confroated
with racial slurs, explicit
conteat, and more

HOT OR NOT encourages
users to rate your profile,
check out people in

their area, and chat

with strangers. The i"l
of this app is to heo

up.

{
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o
v
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KIX zllows anyone to
contact and direct
message yoer child

Kids can bypass traditional
toxt messagang features.
KIK gives users enlimited
access to anyone,
amywhere, anytime

SKOUT is 2 location-based
deting app and website
While users onder 17 years
old are wnable to share
private photes, kids can
easily create an account
using a different age

SNAPCHAT

SNAPCHAT is ane of the mest
;;q ular agps In receat years

LIVEME is 2 live-streaming
video app that uses
geolecation to share
videos so users can find
out 3 broadcaster’s exact
location. Users can earn
“coins” as a way to “pay”
miners for photos

TIKTOK

)

MEETME is a dating sacial
media app that sllows users
to cannect with people
Gased e ;’;aqr-;m
proximity. As the app’s name
suggests, users are
enceuraged to meet cach
other in persan.

OMEGLE is a chat app that
connects users with
strangers, Criminals use
the app to expleit children,
often recording the video
chat and using 1t to
blackmail for additioaal
content.

©

REDDIT is a chat/discussion
board app. Users can post
whatever they wast and there
is no idontity verification
Reviewers say they have been
confronted with racial sturs,
explicit coatest,
cyderbullying. and more
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Ways parents can support their children:

1. Conversation starters
- See the information
below to see how you can
start conversations with
your children about
technology in a positive

way:

Nle the agp promises users
can take » phota/video and it
will d:sapprac new fratures
including “stories” allows esers
10 view content for up te 24
hours. Saapchat also allows
users 1s see your lecation

TIKTOK is a mobile device
app pepular with kids used
for creating and sharing
shert videos. With v

limited privacy controls,
wsers are very vulaerable

1o cyber bullying and explicit
content

WHATSAPP is a popalar
messagng agp that

allows users to sead

texts, photos, voicemail,
make calls, and video

chats worldwide. WHATSAP?
uses an internet conaection
on smartphenes and
computers

WHISPER is an anonymous
social metwork that
promotes sharing secrets
with strangers. N also
reveals a user's location so
people can meet up.

UPDATED AUGUST 2022

Start the conversation on a positive noke:

What's your favourite gama‘app/sita?

(@) How does going online make you feal?
(D) How doss the internattechnology Mmake your e batter?

While many parents and carers may be worried about their children spending more
time online during lockdown, it's important to understand what they’re doing online

rather than setting limits on their total screen time.

For example, a child may spend hours searching the internet, while another child
may spend less time each day talking to people they don’t know on a livestreaming

or video app.

Asking them about the sites, apps and games they use regularly can be a great way
to start a conversation and help you identify any risks in what your child’s doing
online or who they may be talking to.



Starting a conversation about online safety

It can be difficult to know how fo start talking to your child about what they're domng online or who they might be speaking
to. But talking regularly, ike you would about their day at school, will help your child feel relaxed and mean that when they
do have any wornes, they’re more likely to come and speak to you. It can help to

e reassure them that you're interested in their iife
offiine and online. Recogrise that they'll be using the
internet to research homework as well talking to their
fnends

& ask your child to show you what they enjoy doing
online or apps they're using so you can understand
them

@ Dbe positive but aiso open about anything you're
wormed about. You could say "l think this site’s really
good” or "I'm a little worried about things I've seen here ™

& ask them if they're worned about anything, and let them know they can come to you

@ ask them about their friends online and how they know they are who they say they are

& listen for the reasons why your child wants to use apps or site you don't think are suitable, so you can talk
about these together

@ ask your child what they think’s okay for children of different ages so they feel involved in the decision
making

2. Create an online safety plan for ALL

members of the family to follow — see e
attached sheet to write up a plan o et s

3. Fake news —yes it is out there! How do
you spot it?

. l.':o L I — fhersfwho has this information comea from and do we have reason to trust it?
(E.g. An advert will always want to make the product being sold sound good to
convince us to buy it

.Gu ider tha Wy is this information onlina? |z somecns getting paid to post it, or trying to
P influence public opinion? (E.g. A political campaign will always want to make it
sound like their candidats is the best choice!)

¥What do you know about this already? Does what you see online say the same
or something different? Do you know enough to decide whether to trust t? If not,
then more research is nesdead.

Check another website, watch another video or read a different articls. The more
sources that say the same thing. and the mors reliabls those sources, the maors
likaly it is that the information can be trusted.

Reach out to friends or family members to get a second opinion. What are others
are ga&ying online in comments, reviews, or ratings? Remember, there is a chance
thesa could be influenced by financial or personal gain too.

There are independent organisations out there who find, uncover and counter any
falze or misleading claims going around anline. In the UK, this is fullfact.org.

The last thing we want to do is spread inaccurate information further. Consider
reporting it, or letting friends and family know it can't be trusted. Maybe lsave a
comment, but don't shars it on!

Watch this film to see what children think parents and carers can do

to help them online
https://www.saferinternet.org.uk/safer-internet-day/safer-internet-day-2021/i-am-
educator/safer-internet-day-films/films-parents-and



https://www.saferinternet.org.uk/safer-internet-day/safer-internet-day-2021/i-am-educator/safer-internet-day-films/films-parents-and
https://www.saferinternet.org.uk/safer-internet-day/safer-internet-day-2021/i-am-educator/safer-internet-day-films/films-parents-and

CEOP.police.uk

CLICK CEOP

Internet safety

Useful places to go for information for your

son/daughter:
Samaritans: 116 123

Childline 0800 1111 Specifically online safety 0808 800

5002

https://www.nspcc.org.uk/

https://www.thinkuknow.co.uk/

https://www.ceop.police.uk/safety-centre/

Report bullying on social media and online
gaming:

If the incident happens outside of school it is your
responsibility to report it. If this is happening to
your child or a child you know, you or the child
can report it online. You or your child can also
contact the police by phone. Call 999 in an
emergency or 101 at other times.

National Domestic
Abuse Helpline
0808 2000 247
(24hrs free)

NSPCC
0808 800 5000
(24hrs)

Mind J)

0300 123 3393 ejil AL o, lomosp

(Mon-Fi96) /N g€%§5;68 911l

A
ChildLine

"N
Cruse Bereavement 0800 Il
0800 808 1671 o A (24nrs)

(Mon-Fri 9-5)

Action on Elder Abuse ¢ Respect - Men's Advice Line

https://youngminds.org.uk/ 0808 802 5544

https://www.kooth.com/

https://www.bullying.co.uk/cyberbullying/

0808 808 814 .~ f» 0808 801 0327
(Mon-Fri 9-5) (Mon-Fri 9-50r8pm)
Samartans  National Cenire for Domestic
fle 123
(24nvsfiee) 0207 186 8270



tel:999
tel:101
https://www.nspcc.org.uk/
https://www.thinkuknow.co.uk/
https://www.ceop.police.uk/safety-centre/%E2%80%AF
https://youngminds.org.uk/
https://www.kooth.com/
https://www.bullying.co.uk/cyberbullying/

